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    Abstract- In networking, black holes refer to places in the 

network where incoming traffic is silently discarded (or 

"dropped"), without informing the source that the data did not 

reach its intended recipient. The black hole attack is one of the 

simplest routing attacks in WSNs. In a black hole attack, the 

attacker swallows (i.e. receives but does not forward) all the 

messages he receives. As a result any information that enters the 

black hole region is captured. Several techniques based on secret 

sharing and multipath routing have been proposed in the 

literature to overcome black hole attacks in the network. 

However, these techniques are not very effective. We propose an 

efficient technique that uses multiple base stations deployed in 

the network to reduce the impact of black holes on data 

transmission. 

 

     Index Terms- Wireless Sensor Networks, Black Hole, 

Multiple Base Stations, Security. 

I. INTRODUCTION 

Distributed wireless sensor networks (WSNs) have 

become popular in the military domains [1]. There are 

several problems need to be addressed in wireless sensor 

networks, in the area of security [8]. Black hole attacks are 

one such attack in WSNs. A black hole attack is an attack that 

is mounted by an external node on a subset of the sensor 

nodes (SNs) in the network. The captures node black hole 

nodes and re-programs them so that they do not transmit any 

data packets. In this paper, the re-programmed nodes are 

black hole nodes and the region containing the black hole 

nodes as a black hole region. Figure 1 shows a small circle 

filled with black are called as black hole and dashed red line 

circle called a black hole region. The techniques proposed in 

the literature for black hole attacks either use neighborhood 

interactions and message overhearing [7], [16] or secret 

sharing and path diversity [12],[11],[17]. Techniques based 

on neighborhood message interactions and overhearing work 

under the assumption that the SNs in the neighborhood of a 

black hole node are not compromised and hence can monitor 

and report the black hole node. However, if several SNs that 

are in close proximity are compromised and collude among 

themselves, then they can easily make neighborhood 

overhearing-based techniques ineffective. The path diversity 

and secret sharing based techniques, although better, are still 

not very effective. In fig 1 Sensor Node transmits the data 

towards the Base Station using four node disjoint paths. The 

figure shows that 

None of the packet traversing the four paths reaches the Base 

Station. This demonstrates that multi-path based routing can 

perform arbitrarily bad in the presence of black hole attacks. 

 
Fig 1 Success in data delivery is very low with one BS. 

 

II. REVIEW OF LITERATURE 

  Black hole attacks have been studied in the wired 

networks [2], [10], agent based networks [3],[6], mobile 

adhoc networks (MANETs) [4], [15], and wireless sensor 

networks [7], [11], [17]. Most of the techniques proposed in 

non-WSNs do not apply to the black hole problem in WSNs, 

because of the high computation and storage requirements. 

In [7] Z. Karakehayov proposed REWARD is routing 

algorithm technique to detect team black-hole attacks in 

wireless sensor networks. In this technique, a transmitting 

SN performs power control to transmit a packet to more than 

one SN in the direction of the BS. If an SN that is on the 

forwarding path does not forward a packet, then its next hop 

neighbor on the forwarding path will identify this event and 

report the SN as a black hole. This scheme is very expensive 

for a network with n black hole nodes, for each original 

message, O(n) extra messages are required, which is very 

expensive. 

In [12] proposed by W. Lou, W. Liu, Y. Zhang, and Y. 

Fang for MANET, Security Protocol for Reliable data 

Delivery (SPREAD), to enhance the data confidentiality 

service in a mobile ad hoc network (MANET). The proposed 

SPREAD scheme aims to provide further protection to secret 

messages from being compromised (or eavesdropped) when 

they are delivered across the insecure network. The basic idea 

is to transform a secret message into multiple shares by secret 

sharing schemes and then deliver the shares via multiple 

independent paths to the destination so that even if a small 

number of nodes that are used to relay the message shares are 

compromised, the secret message as a whole is not 
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compromised. It is more resistant to collusion attacks of up to 

a certain number of compromised nodes. 

In [11] W. Lou and Y. Kwon proposed a hybrid multipath 

scheme (H-SPREAD) to improve both the security and 

reliability of this task in a potentially hostile and unreliable 

wireless sensor network. The new scheme is based on a 

distributed N-to-1 multipath discovery protocol, which is 

able to find multiple node-disjoint paths from every sensor 

node to the BS simultaneously in one route discovery process. 

Then, a hybrid multipath data collection scheme is proposed. 

On the one hand, end-to-end multipath data dispersion, 

combined with secret sharing. 

In [17] Randomized Dispersive Routes. In this design, the 

routes taken by the shares of different packets change over 

time. So even if the routing algorithm becomes known to the 

adversary, the adversary still cannot pinpoint the routes 

traversed by each packet. Besides randomness, the routes 

generated by our mechanisms are also highly dispersive and 

energy-efficient, making them quite capable of bypassing 

black holes at low energy cost. Extensive simulations are 

conducted to verify the validity of our mechanisms. Use of 

multiple base stations have been proposed in the literature to 

handle the flow of large amounts of heterogeneous data from 

the network and several optimization techniques have been 

designed for query allocation and base station placement [9], 

[18]. 

 

III. SYSTEM MODEL 

One of the most effective mechanisms to ensure that data 

still reaches the BS is to have several BSs deployed in the 

network. We use Fig 2 to illustrate the effectiveness of 

multiple BSs. This figure is similar to previous one, but 

instead of only one BS at the top right corner of the network, 

four BSs are deployed at the four corners. This is one of the 

many possible ways of placing a set of BSs. As can be seen 

from the illustration, the packets from the SN u to the BS on 

the top right hand corner are captured by the black hole 

region. However, since u can route to the other BSs, its 

packets can still reach the remaining three BSs. We use this 

concept to provide a robust solution, with very little extra 

computation and message exchange overheads on the SNs in 

the WSN. 

Our technique assumes that we can place a set B of BSs in 

the network. The network is connected such that every SN 

can reach each Bi B. The SNs transmit copies of their data 

packet to each BS Bi B. Since the BSs are connected, if the 

packet from an SN reaches at least one of the BSs, then we 

assume that the packet is delivered successfully. To ensure 

that every SN has a route to it, each BS Bi uses TinyOS 

beaconing [8]. The beacon packet from any BS consists of: 

the ID of the sender of the packet, the ID of the BS from 

which it originated, and the hop count of the sender from the 

BS. BS Bi broadcasts the beacon packet with its ID as the 

sender ID as well as the BS ID, and hop count value of 0. 

Each neighbor that receives the beacon from Bi, puts its own 

ID as the source in the packet, increments the hop count, and 

broadcasts the beacon in its own neighborhood. This 

beaconing process creates a routing tree in the network 

rooted at Bi. As a result each SN will be part of |B| routing 

trees. It is easy to motivate the idea that if more than one BSs 

were deployed far apart in the network, then the impact of the 

black hole region can be reduced. We note that although 

packet capture by black hole nodes is a concern, it can be 

countered with available cryptographic techniques, which 

ensure that the contents of a captured packet cannot be 

deciphered by an adversary. Consequently, successful 

delivery of data to the base station is a more important 

objective than data capture by the adversary, and this makes 

us to improve false positive rates of the black hole attack. 

 
Fig 2 Data Delivery Success improves with Multiple Base 

Stations 

Protocol 1 Parents Identification at SN u 

1. u receives beacons of the BSs in B through its neighbors. 

2. for all Ni such that u receives beacon of Bi B through 

Ni do 

3. u sets Ni as its parent to reach BS Bi. 

4. end for 

5. if u receives the beacons from all Bi  B then 

6. Create the PINFO packet, which contains the tuples (Ni, 

Bi) for each Bi. 

7. end if 

8. Encrypt the PINFO packet, using key Kui for each BS Bi 

B. 

9. Transmit the encrypted PINFO to each corresponding 

Bi  B. 

Protocol 1 presents the protocol followed by an SN u to 

identify its parent in each of the routing trees using the 

beacon messages. After receiving the beacon messages and 

identifying the corresponding parents, u creates the PINFO 

packet. The PINFO packet contains the set of tuples (Ni, Bi) 

where {Bi  B} and Ni is the parent of u in the routing tree 

rooted at Bi. The encrypted PINFO packet is transmitted to 

all the BSs in the network so that the chance of reaching at 

least one of the BSs increases. Each SN u transmits a copy of 

its data packet to the parent in the path to each of the BSs. 

The data packet to a BS Bi is encrypted with the shared key 

Kui. Since in the worst case, each packet from u can 

potentially travel through all the nodes in the network, the 

message complexity of the protocol is bounded by 

which is the same for any packet transmission in 

the network. 
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IV. TECHNICAL DESCRIPTION 

The system model and assumptions for our technique are 

as follows. The network consists of a set of randomly 

deployed SNs, N={1...n}. The network consists of a set of 

BSs, B={B1,......, Bm}, which are more powerful than SNs 

and are connected to a replenish able power source. The 

density of the WSN is high enough to ensure adequate 

connectivity so that each SN can route data packets to all the 

BSs in the network. The BSs are assumed to be connected to 

each other over a wired network. We assume that the SNs in 

the network can be compromised by an external adversary 

and programmed to analyze the packets they receive and 

drop them instead of forwarding them to the BSs. We refer to 

a compromised SN as a black hole node. The adversary is 

capable of compromising more than one SN in the network, 

thus creating one or more black hole regions. In addition, the 

compromised nodes are capable of colluding with other 

compromised nodes in their neighborhood or in other black 

hole regions to analyze the captured packets. We assume that 

the SNs in the black hole region do not perform their 

environment sensing tasks as they are compromised. An SN 

u shares a unique key Kui with each BS Bi  B. Traffic 

analysis can be prevented by the SNs with the use of 

pseudonyms, generated using schemes proposed in the 

literature [13]. 

Since the data is encrypted, analysis of the content of the 

data by the malicious nodes in the black hole is not possible. 

The malicious nodes can only perform traffic analysis of the 

packets they receive. The WSN is will be in a square field of 

dimensions 100 * 100 m2. The SNs are deployed randomly in 

the network, with the number of SNs being 200. The 

transmission range of the SNs was chosen to be 20m. For our 

simulation, the number of BSs deployed in the network are 

one, two, three, or four, with the positions being at the four 

corners of the square field, namely (0,0), (100,100), (0,100), 

and (100,0) respectively. To simulate different black hole 

sizes (hence number of black hole nodes), we chose 3 

different radius for the black hole region, namely 20m, 30m, 

and 40m. To make the simulation more realistic, we 

considered two randomly placed black hole regions in the 

network. 

Design and Implementation:- 

Let, N is the set of randomly deployed Sensor Nodes (SNs), 

N={1,.....,n}. 

 
Let, B is the set of Base Stations available in the network, 

which are more powerful than SNs, B={B1,..,.Bm} 

 
The Sensor network represented as a graph G(V, E) where, 

1.  where N represents the Sensor Node 

and B represents the Base Stations. 

2. Represents the set of wireless links. 

The network is connected such that 

every SN can reach each Bi  B. 

The Euclidean distance between two nodes i and j by dij is 

the line segment connecting them (ij). In Cartesian 

Co-ordinates, if i = (i1, i2, i3,......,in) and j = (j1, j2, 

j3,.....,jn). 

are two points in Euclidean n-space, then the distance 

from i to j or from j to i is given by, 

 

 
The distance between points i and j may have a direction, 

so it may be represented by another vector given by, i - j={i1 

- j1, i2 - j2,........,in - jn}. 

Identification of the Black Hole Nodes:- Si  denote the set 

of SNs identified by Bi as a black hole nodes, Routing tree 

routed at Bi will be given by, {u ,v, w, x, y, z, Bi} S={Black 

Hole Nodes}. Initially all SNs in the network are added to the 

set Si, N={1,.......,n}.All the BSs in B get together and create 

the global black hole set as, 

 
Which are the SNs from whom none of the BSs got any 

data packet. This procedure performs in the network by 

regular time interval. Black hole node does not forward any 

packet to the BSs. As a result no black hole node is going to 

be a part of the path from any non-black hole SN to a BS. 

Consequently, these nodes will not be removed from the set 

Si. 

 
So all the black hole nodes will be present in the set S. This 

proves that our scheme will be able to identify all the black 

hole nodes. 

 

V. PROPOSED WORK 

A. Creating Network Pool 

Step 0: Start 

Step 1: Add the wireless sensors as devices in the pool 

Step 2: Mention the number of node going to use in the 

network 

Step 3: Create Base station node and assign ID 

Step 4: Add both sensor node and Base Node into the 

network pool with the assumed parameters 

Step 5: Stop 

B. Data Encryption 

Step 1: Start 

Step 2: Setting Data type for transmission like (Integer, 

float or String) 

Step 3: Applying Hash Function as described below 

Step 4: Generate Hash Key 

Step 5: Stop 
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C. Preparing Transmission Packet 

Step 0: Start 

Step 1: Set Initial HOP count to 0 

Step 2: Set Parent ID and Base node ID and make a set( i.e. 

Source and Destination ID) 

Step 3: Add Encrypted Hash Key to this Set 

Step 4: Prepare Transmission packet 

Step 5: Stop 

D. Transmitting Data Using TinyOS Beaconing  

Step 1: Transmit the packet to all neighboring node 

Step 2: Receive data by neighboring node 

Step 3: Check for the HOP Count 

Step 4: If HOP count is less for the Sequence then step 5 

else stop 

Step 5: add source ID of Packet as parent 

Step 6: Add their ID as Source, Increase HOP and transmit 

Step 7: Stop 

E. Reaching Base Node 

Step 0: Start 

Step 1: Keep transmitting the packets till they found their 

respective Destination ID 

Step 2: If the Base node found then get PINFO packet and 

Encryption Key 

Step 3: Apply Encryption key to get hashed value 

Step 4: Stop 

F. Transmitting Data To All Base Station 

Step 0: Start 

Step 1: Get the Encrypted Data 

Step 2: Get the ID of all Base Nodes 

Step 3: Transmit the data to all Base node 

Step 4: Stop 

 

VI. PERFORMANCE EVALUTION 

For evaluation, we perform simulation of our protocol in a 

realistic setting. The WSN is deployed in a square field of 

dimensions 100 × 100 m2. The SNs are deployed randomly 

in the network, with the number of SNs being 200. The 

transmission range of the SNs was chosen to be 20m. For our 

simulation, the number of BSs deployed in the network were 

one, two, three, or four, with the positions being at the four 

corners of the square field, namely (0, 0), (100, 100), (0, 

100), and (100, 0) respectively. To simulate different black 

hole sizes (hence number of black hole nodes), we chose 3 

different radii for the black hole region, namely 20m, 30m, 

and 40m and calculate packet delivery success rate and 

packet delivery failure rate. And also identify black hole 

nodes.     

 

VII. CONCLUSION 

In this paper, we propose a technique to effectively 

mitigate the adverse effects of black hole attacks on WSNs. 

This technique based on the deployment of multiple base 

stations in the network and routing of copies of data packets 

to these base stations. Our solution is highly effective and 

requires very little computation and message exchange in the 

network, thus saving the energy of the SNs. Our simulation 

results prove that our scheme achieves the 99% packet 

delivery success and the 100% black hole node detection. In 

the future, we wish to identify the optimal number of BSs and 

their positions and improve the message complexity of the 

protocol and also provide acknowledgement messages. 
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